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UConn Counsel 
initiates LHN and send 
extract to ISO Admin to 
pre-alert them of LHN

Receives pre-alert 
of LHN.

Creates case in RT
Creates folder on 

fileshare
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Enables Mail & 
File LHN hold.

Send confirmation 
that email/files are 
collected or held.

Inform AG’s that mail/
files are held and 

discuss what data is 
relevant to the case.

AG to arrange meeting 
with the following: 

Custodian(s)
IT Technician

Lawyer.

Does IT 
Technician need to 

collect data 
backup? 

Attends meeting 
with custodian 
and Lawyer.

End

Signs form attesting 
that no data backup 

was collected.
Form 6
Form 8

Signs form attesting data 
backup was collected.

Use Form 6
Form 8

Signs form attesting 
that no data backup 

was collected.
Form 8
Form 9

Signs form attesting data 
backup was collected.

Use Form 5
Form 8
Form 9

No

Yes

Forwards Email 
to Update RT
Notifies ISO 

Rep

Off-page 
jump to Data 

Policy 
collection

Does 
Log Data need to 

be collected?

Document that there is no data to 
collect and notifies IT Tech via 
email that Log Data does NOT 

need to be collected.  

Document and Inform IT 
Technician via email of need for 

Log data to be collected. 
Use Form 3 - Document 

Preservation Plan

Yes

No

Sends Email to 
Mail & File Admin 

to enable LHN 
hold. 

Mail & File Admin 
Receives pre-alert 

of LHN.
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Jump from 
Initial LHN 

flow

Direct Upload to 
Server or Done via 
External Harddrive?

Copy data indicated on 
backup checklist from 
Custodian’s computer 

to secure server

Save data to a 
dedicated LH 

external hard drive

External

Same day, upload 
data to the secure 

server.

Scans data inventory 
checklist and updates 

RT

Emails AG office that case 
has been updated and data 

has been recovered

Update RT End

Upload image to 
secure filesever & 

store 
corresponding 

encryption keys

Return computer 
to Custodian

Image Capture 
Needed?

Refer to Form 5

Bring Custodian 
computer inhouse, 

and clone hard 
drive

Yes

No Direct
Notify ISO Admin 

that backup 
complete.

3rd Party 
Vendor 

Collecting
Data?

No

Yes

Jump to 3rd 
Party flow
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Jump from 
Data Policy 

flow

Pre-collection 
survey sent to ISO 

Rep.

Forward to IT Tech 
to complete

After survey 
complete, send to 
3rd party vendor. 

Upon receipt of 
completed survey, 
schedule date to 
acquire data from 

Custodians.

Day of the 
appointment, greet 
and accompany 3rd 

party vendor to 
custodian(s).

Visit each 
Custodian PC

Confirm machine 
against information 
provided in survey 

(including 
inventory tag)

Use 2TB external 
hard drive and 
clones drives – 

making 2 copies.

Verifies copies 
done and uses 
writeblocker.

After completion, 
no documents 

signed.

Upon returning to their 
company, all data collected 
from Custodian(s) locked in 
safe until data analysis is 

requested.

Email ISO Rep 
once collection is 

complete.

Update Request 
Tracker

End
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End

H.R. sends 
Bi-weekly 

separation report 
to ISO Admin & 
Accounts Desk.

ISO Admin determines 
department employee 
was in & identifies IT 

Staff.

Supported by 
Central IT?

Contact Mail 
Admin to 

permanently 
archive mail.

Contact File 
Server Admin to 

permanently 
archive files.

Collect relevant physical 
assets: PC Hard Drives & 
Related Encryption Keys

USB Drives
USB Keys

Central IT stores 
electronically, or 

physically, all data 
for separated EE.

Yes

Contacts IT person  
who will coordinate 
with Departmental 

IT Admin 

No

Admin provides copies of the 
following to Central IT:

Files
Email

Physical Assets 

Contacts IT 
Person who will 
coordinate with 

Central IT

A
c
c
o

u
n

ts
 D

e
s
k

Upon receipt of the 
bi-weekly report, 
cross reference 
which separated 
EE have LTN’s.

Remove access to 
systems for EE’s 

separated..

Notify ISO Admin 
which EE’s have 

LTN’s. 
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Do any other 
holds exist?

AG’s office 
provides 

information to ISO 
Admin.

 Return Hardware 

 Release LH on Email.

 Delete any 
electronically stored 
data.

No

Notifies IT to keep 
email hold but 

release electronic 
files and H/W

Yes

 Delete all electronic 
data.

 Delete mail

 Wipe hard drive and 
return. 

End

Closes Case in 
R.T. & notifies IT
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End

Is this Central IT 
supported?

Place LHN file on file 
share.

User Services reviews 
file prior to any re-

imaging commencing.

Yes

IT Support calls User 
Services / Account 

Services
No

Hard Drive for users 
with LHN are removed 

and stored.
Encryption keys are 

obtained and stored if 
hard drive is encrypted.
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